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Module Responses

GOOGLE

Registered : true

Id : 109757595981436116222

Last Seen : 2023-01-08T06:31:06

SKYPE

Registered : true

Id : live:.cid.829055916ca9c124

Name : Aidan Collins

Username : live:.cid.829055916ca9c124

FACEBOOK



Registered : true

Email Hint : b***** *** @hotmail.com

Phone Hint : +*********85, +*********89

HIBP

Registered : true

Breach : true

Name : Naz.API

Bio : In September 2023, <a

href="https://www.troyhunt.com/inside-the-massive-naz-

api-credential-stuffing-list/" target="_blank"

rel="noopener">over 100GB of stealer logs and credential

stuffing lists titled &quot;Naz.API&quot; was posted to a

popular hacking forum</a>. The incident contained a

combination of email address and plain text password pairs

alongside the service they were entered into, and

standalone credential pairs obtained from unnamed

sources. In total, the corpus of data included 71M unique

email addresses and 100M unique passwords.

Creation Date : 2023-09-20T00:00:00

Registered : true

Breach : true

Name : Combolists Posted to Telegram

Bio : In May 2024, <a href="https://troyhunt.com/telegram-

combolists-and-361m-email-addresses" target="_blank"

rel="noopener">2B rows of data with 361M unique email

addresses were collated from malicious Telegram

channels</a>. The data contained 122GB across 1.7k files

with email addresses, usernames, passwords and in many

cases, the website they were entered into. The data

appears to have been sourced from a combination of

existing combolists and info stealer malware.

Creation Date : 2024-05-28T00:00:00



Registered : true

Breach : true

Name : Stealer Logs Posted to Telegram

Bio : In July 2024, <a href="https://troyhunt.com/begging-

for-bounties-and-more-info-stealer-logs" target="_blank"

rel="noopener">info stealer logs with 26M unique email

addresses were collated from malicious Telegram

channels</a>. The data contained 22GB of logs consisting

of email addresses, passwords and the websites they were

used on, all obtained by malware running on infected

machines.

Creation Date : 2024-07-18T00:00:00

Registered : true

Breach : true

Name : Not SOCRadar

Bio : In August 2024, over 332M rows of email addresses

were posted to a popular hacking forum. The post alleged

the addresses were scraped from cybersecurity firm

SOCRadar, however <a href="https://socradar.io/socradars-

response-to-the-usdods-claim-of-scraping-330-million-

emails/" target="_blank" rel="noopener">an investigation

on their behalf concluded that &quot;the actor merely

utilised functionalities inherent in the platform's standard

offerings, designed to gather information from publicly

available sources&quot;</a>. There is no suggestion the

incident compromised SOCRadar's security or posed any

risk to their customers. In total, the data set contained

282M unique addresses of valid email address format.

Creation Date : 2024-08-03T00:00:00

ENVATO

Registered : true



TALENT

Registered : true

REPLIT

Registered : true

MEDAL

Registered : true

ADOBE

Registered : true

ACTIVISION

Registered : true

PINTEREST

Registered : true

SPOTIFY



Registered : true

APPLE

Registered : true

Phone Hint : **** *** *89

CALLOFDUTY

Registered : true

INSTAGRAM

Registered : true

NVIDIA

Registered : true

BANDLAB

Registered : true

Id : ae5a78a0-37ff-4440-94b7-9f96d0b8d4c1

Name : frosty

Username : frosttyau

Followers : 0

Following : 0

Verified : false

Private : false

Creation Date : 2024-06-29T07:59:40+00:00

MAPS

Registered : true



Profile Url : https://www.google.com/maps/contrib/109757595981436116222/reviews

MICROSOFT

Registered : true

Id : 829055916CA9C124

Name : Aidan Collins

Location : AU

Email Hint : ga *** @gmail.com

Phone Hint : *******89

Last Seen : 2024-12-30T11:55:48.483000+00:00

Creation Date : 2021-03-30T02:52:15.643000+00:00



Timeline
Content: Breached on Naz.API

Date/Year: 2023-09-20T00:00:00

Content: Breached on Combolists Posted to Telegram

Date/Year: 2024-05-28T00:00:00

Content: Breached on Stealer Logs Posted to Telegram

Date/Year: 2024-07-18T00:00:00

Content: Breached on Not SOCRadar

Date/Year: 2024-08-03T00:00:00

Content: Created Account (Bandlab)

Date/Year: 2024-06-29T07:59:40+00:00

Content: Last Active (Google)

Date/Year: 2023-01-08T06:31:06

Content: Last Active (Microsoft)

Date/Year: 2024-12-30T11:55:48.483000+00:00

Content: Created Account (Microsoft)

Date/Year: 2021-03-30T02:52:15.643000+00:00
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